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A. main.c:

* $1d: //depot/prod/ ontap/ main/tools/icap/iserverl0/main.c#6 $

* Copyri ght

(c) 2001 Network Appliance, Inc.

* All rights reserved.

*/

#i ncl ude "iserver. h"

#i ncl ude <st
#i ncl ude <st

i nt

di 0. h>
ring. h>

mai n(i nt argc, char **argv)

{

char usage[] = "usage: iserver [-p <portnunp]

"[-v] [-te] [-t <num_threads>] [-cp

<reqnod_cache_percent >]"

ci nfo.
ci nfo.
ci nfo.
ci nfo.
ci nfo.
ci nfo.

[-np <nodi fy_percent>]\n\n";
port = DEFAULT_PORT
num t hr = DEFAULT_NUM THREADS
ver bose = 0;
trailer_support = 0;
reqnod_cache_percent = DEFAULT REQMOD CACHE PERCENT;
nodi fy_percent = DEFAULT_MODI FY_PERCENT;

/* parse any comand |ine config stuff here */
if (argc == 1) {

fprintf(stderr,
"Us",
usage);

} else {

int i =1
while (i < argc) {

if (!'strcrmp(argv[i], "-p"))
sscanf (argv[i+1], "%", &cinfo.port);
i ++;

} else if (!strenp(argv[i], "-v")) {
ci nfo.verbose = 1;

} else if (!strecnp(argv[i], "-t")) {
sscanf (argv[i+1], "%", &cinfo.numthr);
i ++;
cinfo.numthr = (cinfo.numthr > 0) ?

cinfo.numthr : DEFAULT_NUM THREADS

} else if (!strcnp(argv[i], "-te")) {
cinfo.trailer_support =1

} else if (!strecnp(argv[i], "-cp")) {
sscanf (argv[i +1],

"o,
&ci nf o. reqnmod_cache_percent);

i ++;

} else if (!strecnp(argv[i], "-mp")) {
sscanf (argv[i +1],

"o,



&ci nfo. nodi fy_percent);

i ++;

}

el se {
fprintf(stderr, "9%", usage);
exit(-1);

}

i ++;

}

i server_reg_api();

i server _await_connections();
srand(getpid());

return O;



B. iserver.c:

/*
* $1d: //depot/prod/ ontap/ main/tools/icap/iserverl0/iserver.c#24 $
*
* Copyright (c) 2001 Network Appliance, Inc.
* All rights reserved
*/

#i ncl ude "iserver.h"

#i ncl ude "t hreadpool . h"
#i ncl ude "gbuf. h"

#i ncl ude "header. h"

#i ncl ude "stream h"

#i nclude "api.h"

#i ncl ude <stdio. h>
#i ncl ude <string. h>
#i ncl ude <stdarg. h>
#i ncl ude <sys/types. h>
#i ncl ude <assert. h>
#i ncl ude <si gnal . h>

#i f def W NDOWNB

#i ncl ude <W ndows. h>
#i ncl ude <tine. h>

#i ncl ude <errno. h>

#el se

#i f def COWPI LE_SOLARI S
#i ncl ude <errno. h>

#el se

#i ncl ude <sys/errno. h>
#endi f

#i ncl ude <netinet/tcp. h>
#i ncl ude <sys/tine. h>
#i ncl ude <uni std. h>

#i ncl ude <semaphore. h>
#endi f

/*
* GLOBALS
*/
#i f def W NDOWS
static HANDLE tine_mx;
extern HANDLE avail abl e_sem
#el se
static pthread nutex_t tine_ntx;
extern semt avail abl e _sem
#endi f

/*

* PROTOTYPES

*/

static int iserver_parse_body(iserver_conn_t *conn);
static iserver_conn_t *iserver_alloc_conn(void);



static void iserver_free_conn(iserver_conn_t *conn);
static void iserver_reset_conn(iserver_conn_t *conn);

/*
* FUNCTI ONS
*/
voi d
i server_reg_api (void)
{
FILE *fp
char Iine;

/* set function pointers fromapi */
i server_options_response = api _options_response;
i server | og request = api_|og _request;
i server_preview reqnod = api _previ ew_reqnod;
i server_preview respnod = api _previ ew_respnod;
i server_nodi fy_reqnod = api _nodify_reqnod;
i server_nodi fy respnod = api _nodi fy respnod;
#i f def W NDOWS
file_mx = CreateMitex(NULL, FALSE, NULL);
#el se
pthread_mutex_init(&ile_ntx, 0);
#endi f
options_str = (char*) nalloc(2048*si zeof (char));
nmenset (options_str, '\0', 2048*sizeof(char));
if ((fp = fopen("options.conf", "r" )) == NULL) {
printf("Error opening options.conf file");
exit(-1);

}
for(line=(char)getc(fp); line!l= EOF; Iline=(char)getc(fp)) {
strncpy(options_str+strlen(options_str), & ine, 1);

}
fclose(fp);

/* get the hostnane for via */
host name = (char*) mall oc(2048*si zeof (char));
nmenset (host nane, '\0', 2048*si zeof (char));
assert (! get host nane( host nane, 2048));

}

voi d
i server_await _connecti ons(void)
{
i server_conn_t *|conn;
int allow addr_reuse=1, tenp=0, no_del ay=1
#i f def W NDOWS
SOCKET srv_socket;
WEADATA wsabDat a;
i f ((WBASt artup( MAKEWORD( 2, 2), &wsaData)) != 0)
printf("Wnsock init error\n");
time_mx = CreateMitex(NULL, FALSE, NULL);
cinfo.mx = CreateMit ex(NULL, FALSE, NULL);
#el se
i nt srv_socket;
pthread _mutex_init(&ime_ntx, 0);
pt hread_mut ex_init(&cinfo.ntx, 0);



#endi f

if (cinfo.nodify_percent)

i server | ognsg(0, "ICAP content nodifying server\n");
el se

i server | ogneg(0, "I1CAP content echoing server\n");

/* initialize threadpool */
if (threadpool init(cinfo.numthr,
(void *(*)(void *))iserver_connected) < 0) {
i server | ognsg(0, "Could not allocate threadpool\n");
goto error;

}

i server | ognsg(0, "Pre-created % threads\n", cinfo.numthr);

/* NOTE: SI G NT does not work for wi ndows */
/* register the signal handler*/
if ((*signal)(SIG@NT, (void (*)(int))threadpool _signal handl er)
== SI G ERR) {
printf("registering ctrl-C sig handler");

exit(-1);
}
/* ignore SIGPIPE to prevent iserver aborts in |inux */
if (sigignore(SIGPIPE) == -1) {
printf("registering SIGPIPE sig handler");
exit(-1);
}
/* setup listen socket */
I conn = iserver_alloc_conn();

if (!lconn)
goto error;
assert (|l conn->content->bl k_si ze);

/* get socket */
srv_socket = socket (AF_I NET, SOCK STREAM 0);
#i f def W NDOWS
if (srv_socket == I NVALI D_SOCKET) {
fprintf(stderr,"socket() failed with error
%\ n", WeAGet Last Error ());
goto error;
}

#el se
if (srv_socket < 0) {
printf("Socket Error");
goto error;
}
#endi f
/*
* all ow server-side addresses to be reused (don't have
* to wait for that annoying tineout)
*/
tenp = setsockopt(srv_socket,
SCOL__SCOCKET,
SO_REUSEADDR,
(void *)&al |l ow _addr _reuse,



si zeof (al | ow_addr _reuse));
#i f def W NDOWB

if (temp !'=0) {
printf("setsockopt error");

goto error;
}
#el se
if (temp < 0) {
printf("setsockopt error");
goto error;
}
#endi f
/*
* turn off the Nagle's algorithm
*
/
tenp = setsockopt(srv_socket,
| PPROTO_TCP,
TCP_NODELAY,

(void *)&no_del ay,
si zeof (no_del ay));
#i f def W NDOWS
if (temp !'=0) {
printf("setsockopt error");

goto error;
}
#el se
if (temp < 0) {
printf("setsockopt error");
goto error;
#endi f

/* bind unnanmed socket */

| conn->addr.sin_fanmly = AF_I NET;

| conn->addr. si n_addr.s_addr = htonl (I NADDR_ANY) ;
| conn->addr.sin_port = htons(cinfo.port);

temp = bind(srv_socket, (struct sockaddr*) & conn->addr
si zeof (1 conn->addr));
#i f def W NDOWS
if (temp !'=0) {
printf("bind error");
goto error;
}
#el se
if (temp < 0) {
printf("bind error");
goto error;
}
#endi f
/* socket needs to listen for connections*/
tenmp = listen(srv_socket, 10);

#i f def W NDOWB
if (temp !'=0) {
printf("listen error");
goto error;



#el se

if (temp < 0) {
printf("listen error");

goto error;
#endi f
/* accept connections */
for (;:) {
i server_conn_t *cconn = iserver_alloc_conn();

cconn->addr _| en = sizeof (cconn->addr);

/* wait for available thread */
#i f def W NDOWS

Wi t For Si ngl eObj ect (avai |l abl e_sem | NFI NI TE)
#el se

sem wai t (&avai | abl e_sem ;
#endi f

PTHREAD MUTEX_LOCK(ci nfo. mx);

ci nfo. conn_total ++;

cconn->num = ci nfo. conn_total

PTHREAD_MUTEX_UNLQOCK( ci nf 0. nmt x) ;

i server _| ognmsg(0,
"Waiting for connection % on port %",
cconn->num
ci nfo. port);
cconn- >skt = accept(srv_socket,
(struct sockaddr*) &conn->addr
&cconn->addr _| en);
#i f def W NDOWS
i f (cconn->skt == | NVALI D_SOCKET) {
printf("accept error");
i server_free_conn(cconn);

goto error;
}
#el se
if (cconn->skt < 0) {
printf("accept error");
i server_free_conn(cconn);
goto error;
}
#endi f
t hr eadpool _di spatch( (void *)cconn );
}
error;:

printf("\nError: Cosing Server\n");
t hr eadpool _shut down();
printf("Closing Listen port.\n");
if (lconn)
i server_free_conn(l conn);
#i f def W NDOWS
Cl oseHandl e(ti ne_ntx);
O oseHandl e(ci nfo. nt x);
if (srv_socket != INVALID SOCKET)
cl osesocket (srv_socket);



#el se
pt hr ead_mut ex_destroy( &t i ne_nt x) ;
pt hr ead_mut ex_destroy( &ci nfo. ntx);
if (srv_socket != -1)
cl ose(srv_socket);
#endi f

}

static void
i server_send_nodi fied _response(iserver_conn_t* conn)

{
ca_t* response;
if (conn->icap_req_type == | CAP_REQVOD) {
/* call reqnod api* with
1) icap hdr + client hdr + entire post nsg body)
*/
if (!conn->icap_reqnod_post)
assert (conn->content->length == 0);
response = (*iserver_nodi fy reqnod) (conn->req_hdr->dat a,
conn->cl i ent _hdr->dat a,
conn->cont ent - >dat a,
conn->cont ent - >l engt h) ;
}
el se {
/* call respnod api* with
1) icap hdr + origin hdr + origin resp hdr +
entire nsg body
* - api not to care of preview |length, just
nodi fy body (of any size) on basis of headers
*/
response = (*iserver_nodi fy respnod) (conn->req_hdr->data
conn->client _hdr->data,
conn->ori gi n_hdr->dat a,
conn- >cont ent - >dat a,
conn- >cont ent - >l engt h) ;
}
assert (response);
assert (response- >beg);
i server_writereply(conn, response);
free(response->heq);
free(response);
}
/* entry point for all client-handling threads
*/
voi d
i server_connected(iserver_conn_t *conn)
{

i nt unsigned tenp=0;

/* don't need to |l ock, as add/sub is idenpotent */
ci nfo.conn_active++ ;



while (1) {

/* parse | CAP request header */
i f (header _read_icap(conn) < 0) {

got o done
}
if (conn->icap_req_type != |1 CAP_OPTIONS) {
/* parse client request header */
if (header _read_client(conn) < 0) {
got o done;
}
if (conn->icap req_type == | CAP_RESPMOD&&
conn->origin_res_hdr_exist) {
/* parse origin response headers */
i f (header _read_origin(conn) < 0) {
got o done
}
}
if ( conn->icap_reqnod post |
(conn->i cap_req_type == | CAP_RESPMOD
&& conn->origin_res_body exist)) {
/* parse nmessage body for preview (if any) */
if (iserver_parse_body(conn) < 0) {
got o done
}
}
}
el se {
/* send an options response */
char* options_reply;
/* FUNCPTR*/
options_reply = (*iserver_options_response) (conn-
>icap_uri);
assert (options_reply);
i server_writeline(conn, options _reply);
free(options_reply);
got o done
}
if (conn->icap req_type == | CAP_LOG {
/* LOG request sent by client, no response to be sent
*/
/* FUNCPTR*/
(*iserver_log_request) (conn->req_hdr->data);
got o done
}
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/* call appropriate APl function to decide the
previ ew response (if any) */
i f (conn->preview >= 0) {
char* response;

if (conn->icap _req_type == | CAP_REQVOD) {

/* call reqnod api with
1) icap hdr + client hdr + post nmsg body
(max size = preview)
2) preview length

*/

i f (!conn->icap_reqnod_post)

assert( conn->content == NULL);

response = (*iserver_previ ew reqnod) (conn-

>r eq_hdr - >dat a,

>dat a,
>dat a,

>| engt h,

conn->client_hdr-
conn- >cont ent -
conn- >cont ent -

conn->previ ew) ;
}
el se {
/* call respnod api with
1) icap hdr + client hdr + origin resp hdr +
nmsg body(max size = preview)
2) preview length
*/
response = (*iserver_previ ew respnod) (conn-

>r eq_hdr - >dat a,

>dat a,
>dat a,
>dat a,

>| engt h,

was sent)

returned) by

conn->client_hdr-
conn->ori gi n_hdr -
conn- >cont ent -
conn- >cont ent -

conn->previ ew) ;

1) send 100 Conti nue or 204 dependi ng on
what api returned ( NULL - 100,
non-NULL - wite out data recvd, free nem and
cl ose connection
2) if (total nsg body < preview) && (100 continue

* % F X X

*

send nodi fi ed hdrs+content (from char*

* calling sanme api as the one used bel ow
*/

i f (response) {
if (cinfo.verbose) {
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i server | ognsg(conn, "Sending....\n");
i server_| ognmsg(conn, response);

}

tenp = iserver_witeline(conn, response);
free(response);
if (tenp<0)
got o done;
}
el se {
if (cinfo.verbose & !conn->short_preview)
i server _| ognmsg(conn,
"Sending \"ICAP/1.0 100"
Continue\\r\\n\\r\\n"
"message...\n");

if (!conn->short_preview ({
tenmp = iserver_witeline(conn
"I CAP/ 1.0 100 Continue\r\n\r\n");
if (tenp<0)
got o done

}

if ((conn->icap_reqnod_post |
(conn->icap_req_type == | CAP_RESPMOD) ) &&
conn->short_preview) {

i server_send_nodi fied_response(conn);

}

/* total nsg body < preview or 204 sent */
if (response || conn->short_preview)
got o done

}

/* get renmining nsg body */
if ( conn->icap_reqnod _post |
(conn->i cap_req_type == | CAP_RESPMOD
&&conn->ori gi n_res_body_exist)) {

if (read_body_ chunked(conn) < 0)
got o done

}

/* send to api: initial+remaining nmsg body (if preview >=
0)
* or total body (if preview <0)
*/
i server_send_nodi fied_response(conn);

done:
i f (CLOSECONN)
br eak;



if (!conn->closed) {
/* keep connection open for next request */
i server_reset_conn(conn);
i f (cinfo.verbose)
i server | ognsg(0, "Recycling- curr conn active:
%\ n", cinfo.conn_active);

el se {
/* cl ose connection */
br eak;
}
}
fflush(0);

#i f def W NDOWS

cl osesocket (conn- >skt);
#el se

cl ose(conn- >skt);
#endi f

ci nfo.conn_active--;
i f (cinfo.verbose)
i server_|l ognmsg(0, "Connections active: %l\n",

ci nfo.conn_active);

i server_free_conn(conn);

}
/* parse the body of the transm ssion
*/
static int
i server_parse_body(i server_conn_t *conn)
{

char *line;
assert(conn);

if (conn->icap_req_type == | CAP_RESPMXD && conn-
>origin_res_hdr_exist) {

if (!conn->origin_hdr->length) {
i server_l ogmsg(conn, "TCP connection closed");
conn->cl osed = 1;
return -1,

}
[ ine = conn->origi n_hdr->dat a;
if ( strstr(line, "Content-Type:") ) {
if ( strstr(line, "Content-Type: text/htm") ||

strstr(line, "Content-Type: text/text") ) {
i f (cinfo.verbose)
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i server _| ognsg(conn, "HTM. content

found\ n");
conn->htm content = 1;
} else {
i f (cinfo.verbose)
i server _| ognmsg(conn,
"Unknown content type "
"(probably an i nage)\n");
conn->htm _content = O;
}
} else {
/* no content type specified; assune text/htm */
conn->htm content =1
}
}

return read_previ ew chunked(conn);

}

/* wite (null-termnated) string str to the connection represented by
conn */

i nt

iserver_writeline(iserver_conn_t *conn, const char *str)

{

unsi gned int bytes = 0;
assert(conn && str);
bytes = WRI TE(conn->skt, str, strlen(str));

if (errno == SIGPlI PE) {
i server _| ognsg(conn, "TCP connection closed");
conn- >cl osed=1;
return -1;

}

if (bytes < 0) {
printf("socket wite error");
return bytes;

}

assert (bytes == strlen(str));
return bytes;

}

/* wite ca_t to the connection represented by conn */
i nt
i server_writereply(iserver_conn_t *conn, const ca_t *str)

{
int witten = O;

assert(conn && str);

/* Sanity checking for burt 42740 */
assert(strstr(str->beg, "I CAP/1.0") |
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strstr(str->beg, "HITP"));
/* Sanity checking for burt 46326 */
assert(strstr(str->beg, "ISTAG'));

while (witten < (str->len-1)) {
witten += WRI TE(conn->skt, str->beg, (str->len-1));
if (errno == EPIPE) {
i server _| ogmsg(conn, "TCP connection closed\n");
conn->cl osed=1;
return -1,
}
if (witten < 0) {
printf("socket wite error");
return witten;

}

i f (cinfo.verbose) {
printf("bytes witten at iserver witereply: %", witten)
printf("Reply witten:\n%", str->beg);

}

return witten;

}

/*
* read a line fromthe connection represented by conn into buf,
* return num bytes read
*/
i nt
i server _readline(iserver_conn_t *conn, char *buf, int buflen)
{
char c;
int i, retval;

assert(conn && buf);

i = 0;
for (;;) {
if ( (retval = READ(conn->skt, &c, 1)) <= 0)
br eak;
buf [i++] = c;
if (c =="'"\n")
br eak;

if (i >= buflen)
br eak;

}

if (retval < 0) {
printf("socket read error");
return retval;

}

if (i >= buflen) {
printf("\n *** Buffer size exceeded in iserver_readline
***\ n");
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assert (0);

}
buf[i] = 0;

return i;

}

/* allocate an iserver_conn_t, set defaults, and return it */
static iserver_conn_t *
i server_alloc_conn(voi d)

{

i server_conn_t *c;

c = (iserver_conn_t *)nmall oc(sizeof(iserver_conn_t));
menset (¢, '0', sizeof(iserver_conn_t));

if ('c) {
printf("malloc error");
exit(-1);

}

c->chunked = 0;
c->chunk_si ze = 0;
c->content _len = -1;
c->resp_code = 0;
c->htm _content = 0;
c->cl osed = 0;
c->preview = -1;
c->short_preview
c->icap_req_type
c->icap_uri = 0;
c->i cap_reqnod_post = O;
c->origin_res_hdr_exist = 0;
c->origin_res_body exist = 0;

0;
_1’

if (! (c->content = gbuf_alloc(CONTENT _BLK SIZE)) ) {
printf("gbuf allocation");
return O;

}

if (! (c->req_hdr = gbuf_alloc(CONTENT _BLK SIZE)) ) {
printf("gbuf allocation");
return O;

}

if (! (c->client_hdr = gbuf_all oc(CONTENT_BLK SIZE)) ) {
printf("gbuf allocation");
return O;

}

if (! (c->origin_hdr = gbuf_alloc(CONTENT_BLK SIZE)) ) {
printf("gbuf allocation");
return O;

}

return c;

}

/* free an iserver_conn_t */
static void



i server_free_conn(iserver_conn_t *conn)

{

assert (conn);

if (conn->icap_uri)
free(conn->icap_uri);

if (conn->req_hdr)
gbuf _free(conn->req_hdr);

i f (conn->client_hdr)
gbuf _free(conn->client_hdr);

if (conn->origin_hdr)
gbuf _free(conn->origin_hdr);

i f (conn->content)
gbuf _free(conn->content);

free(conn);

/* reset an iserver_conn_t
*/
static void
i server_reset_conn(iserver_conn_t *conn)

{

assert(conn);

conn- >chunked = 0;
conn->chunk_si ze = 0;
conn->content_len = -1;
conn->resp_code = 0;
conn->htm _content = O;
conn->cl osed = 0;
conn->preview = -1;
conn->short_preview = 0;
conn->i cap_req_type = -1;
conn->icap_uri = 0;
conn->i cap_regnod_post = O;

if (conn->icap_uri)
free(conn->icap_uri);
conn->icap_uri = 0;

gbuf _zero(conn->req_hdr);
gbuf _zero(conn->client_hdr);
gbuf _zero(conn->origi n_hdr);
gbuf _zero(conn->content);

return;

}

/* print (date and?) tinestanped | og nessages to stderr */
voi d
i server_| ognmsg(iserver_conn_t *conn, const char *fnt,...)



struct tm*timeptr;

va_list ap;

time t t;

assert(fnt);
PTHREAD_MUTEX_LOCK(ti me_nmt x) ;

time(&t);
timeptr = localtinme(&);

fprintf(stderr, "[");
if (timeptr->tm hour < 10)
fprintf(stderr, "0");
fprintf(stderr, "%l: ", timeptr->tm hour);
if (timeptr->tmmn < 10)
fprintf(stderr, "0");
fprintf(stderr, "%l: ", timeptr->tmnin);
if (timeptr->tmsec < 10)
fprintf(stderr, "0");
fprintf(stderr, "%l", tineptr->tmsec);
PTHREAD MUTEX_UNLOCK(ti me_nt x) ;

i f (conn)
fprintf(stderr, " (c%l)", conn->num;

fprintf(stderr, "] ");

va_start(ap,fm);
viprintf(stderr, fnt, ap);

va_end(ap);

return;
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C. threadpool.c

/*

* $1d: //depot/prod/ ontap/ main/tool s/icap/iserverl10/threadpool.c#6 $
*

* Copyright (c) 2001 Network Appliance, Inc.

* All rights reserved

/

#i ncl ude "t hreadpool . h"

#i ncl ude "queue. h"

#i ncl ude <stdio. h>

#i ncl ude <assert. h>

#i f def W NDOWS

#i ncl ude <W ndows. h>

#i ncl ude <errno. h>

#el se

#i f def COWPI LE_SOLARI S

#i ncl ude <errno. h>

#define semwait sema wait
#defi ne sem post senm_post
#define seminit sema_init

#el se

#i ncl ude <asnf errno. h>

#endi f

#endi f

typedef struct pool thread {
i nt id;

#i f def W NDOWNB
HANDLE thr;
HANDL E m x;
HANDLE cond;

#el se

pt hr ead_t thr;

pthread _mutex t mx;

pt hread_cond_t cond;
#endi f

voi d *arg;

Cl RCLEQ ENTRY( pool _t hread) g_link
} pool thread t;

typedef Cl RCLEQ HEAD(t hr eadpool _s, pool _thread) threadpool _t;

/*
* PROTOTYPES
*/
static int threadpool _create_threads(void);
static void threadpool start_thread(void *arg);
static void threadpool return_thread(pool _thread t *thr);

/*
* GLOBALS
*/
static threadpool t pool



static int numused;

static void *(*job_func)(void *);
static int numthr;

#i f def W NDOWS

HANDLE avai |l abl e_sem

static HANDLE tp_ntx; /* for coarse-grained | ocking */
static HANDLE tp_thrsig_ntx; /* guarantees threads are ready to be
used */

#el se

semt avail abl e_sem

static pthread nutex t tp_ntx; /* for coarse-grained |ocking */
static pthread_mutex t tp_thrsig_mx; /* guarantees threads are ready

to be used */
#endi f

/[* Initialize the threads */

i nt

t hreadpool _init(int num void *(*func)(void *))
{

assert(num >= 0 && func);

job_func = func;
numthr = num
num used = O;
/* initially, no threads are available */
#i f def W NDOWS
avai | abl e_sem = Creat eSemaphore(NULL, 0, numthr,
tp_ntx = CreateMit ex(NULL, FALSE, NULL);
tp_thrsig mx = CreateMitex(NULL, FALSE, NULL);
#el se
sem.init(&avail able_sem 0, 0);
pt hread_mutex_init(& p_ntx, 0);
pthread_mutex_init(& p_thrsig mx, 0);
#endi f
Cl RCLEQ | NI T( &pool ) ;

if (threadpool create_threads() < 0) {
perror("threadpool _create_threads");

return -1;
}
return O;
}
static int
t hr eadpool create_threads(voi d)
{ o
int i;
for (i=0; i < numthr; i++) {

pool thread t *thr

NULL) ;

thr = (pool _thread t*)nall oc(sizeof (pool _thread t));

if (Ithr) {

perror("threadpool create_threads: nmalloc error");

return -1;

}

menset (thr, '0', sizeof(pool _thread t));
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/* init data fields of thread structure */
thr->arg = 0;
thr->id = i+1;

#i f def W NDOWB
t hr->nt x
t hr->cond

Creat eMut ex( NULL, FALSE, NULL);
Cr eat eSemaphor e( NULL, 0, 1, NULL);

if ((thr->thr=CreateThread( NULL,
Ol

(LPTHREAD_START_ROUTI NE) t hr eadpool _start _thread,
(voi d*) thr,
0

NULL)) == NULL) {
perror("thread create error");

return -1;
}
#el se
pthread_mutex_init(& hr->ntx, 0);
pt hread_cond_init (& hr->cond, 0);
if (pthread_create(& hr->thr,
0,
(void *(*)(void*))threadpool _start_thread,
(void *)thr) !'=0) {
perror("pthread _create error");
return -1;
#endi f
PTHREAD MUTEX_LOCK(t p_nt x);
num used++; /* artificial inflation, but it works */
PTHREAD_ MUTEX_UNLOCK(t p_nt X) ;
}
return O;
}

static void
t hr eadpool _start_thread(void *arg)

{
pool thread t *thr;

assert(arg);
thr = (pool _thread_t*)arg;

for (1) {

PTHREAD MUTEX LOCK(t p_t hrsig_ntx);

/* put thread in pool */

t hr eadpool return_thread(thr);
#i f def W NDOWS

PTHREAD_ MUTEX_UNLOCK(t p_t hrsig_mtx);

/* wait to be called into service */

Wi t For Si ngl eCbj ect (t hr->cond, | NFI NI TE);
#el se

/* wait to be called into service */

pt hread_cond_wait (& hr->cond, & p_thrsig ntx);

/* MJST BE DONE | MVEDI ATELY! */
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PTHREAD_MUTEX_UNLOCK(t p_t hrsig_ntx);

#endi f
/* do work */
job_func(thr->arg);
}
}
voi d
t hr eadpool _di spatch(void *arg)
{

pool _thread_ t *thr;
assert(arg);

/* it should be inpossible for the list to be enpty at this point
*/
assert( &pool != (threadpool _t*)(pool.cgh_first));

PTHREAD_MUTEX_LOCK(t p_t hrsi g_nt x) ;
PTHREAD_MUTEX_LOCK(t p_nt x) ;

thr = pool.cqgh_first;

Cl RCLEQ REMOVE( &pool , thr, q_link);
thr->arg = arg;

num used++;
PTHREAD_MUTEX_UNLOCK(t p_nmt X) ;
PTHREAD MUTEX_ UNLOCK(tp_thrsig_mx);

/* wake the thread up to begin its execution */
#i f def W NDOWS

Rel easeSenmaphore(thr->cond, 1, NULL);
#el se

pt hr ead_cond_si gnal ( & hr->cond) ;
#endi f

}

static void
t hr eadpool return_thread(pool _thread t *thr)
{

assert(thr);

PTHREAD_ MUTEX_LOCK(t p_nt x) ;

num used- - ;

Cl RCLEQ | NSERT_TAI L( &pool , thr, q_link);
#i f def W NDOWS

Rel easeSemaphor e(avai |l abl e_sem 1, NULL);

#el se
sem post ( &avai | abl e_sem ;
#endi f
PTHREAD MUTEX_UNLOCK(t p_nt X) ;
}
/* caught Control-C, now call cleanup routine */
voi d
t hr eadpool _si gnal _handl er (i nt si gnun)
{
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printf("caught control-Cn");
t hr eadpool _shut down() ;

}

/* cleanup the threads, synchronization constructs */
voi d
t hr eadpool _shut down( voi d)

{
pool thread t* thr;
int i = numthr;
if ('i)
return;

PTHREAD MUTEX_LOCK(t p_nt x);
i -= num.used;
num t hr =0;

for (; i>0; i--) {
thr = pool.cqgh_first;
Cl RCLEQ REMOVE( &pool , thr, q_link);
#i f def W NDOWB
Cl oseHandl e(t hr->nt x) ;
C oseHandl e(t hr->cond) ;

#el se
pt hr ead_mut ex_destroy( &t hr->nt x);
pt hr ead_cond_dest roy( &t hr->cond);
#endi f
free(thr);
}

PTHREAD MUTEX_UNLOCK(t p_nt X) ;
#i f def W NDOWS
Cl oseHandl e(t p_nt x);
Cl oseHandl e(tp_thrsig ntx);
Cl oseHandl e(avai | abl e_sem ;
#el se
pt hr ead_nut ex_destroy( &t p_nt x) ;
pt hread_nut ex_destroy(& p_thrsig mx);
sem dest roy( &avai |l abl e_sen);
#endi f
printf("Al owned threads destroyed\n");
if (options_str) {
free(options_str);
options_str=0;
}
exit(-1);
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D. header.c
* $ld: //depot/prod/ ontap/ main/tool s/icap/iserverl10/header.c#8 $

* Copyright (c) 2001 Network Appliance, Inc.
Al rights reserved.

*

*/

#i ncl ude "header. h"

#i ncl ude "iserver.h"

#i ncl ude "gbuf.h"

#i ncl ude <stdi o. h>

#i ncl ude <assert. h>

#i f def W NDOWB

#i ncl ude <errno. h>

t#el se

#i f def COWPI LE_SOLARI S
#i ncl ude <errno. h>

#el se

#i ncl ude <sys/errno. h>
#endi f

#endi f /* Uni x/ Wndows */

/* Parse the | CAP header */

i nt

header _read_i cap(i server_conn_t *conn)

{
int retval, icap_req_recogni zed=0;
char buf[ BUFLEN], *Ili ne;

assert(conn);

for (55) {
menset (buf, '\0', BUFLEN);

retval = iserver_readline(conn, buf, BUFLEN);
if (retval < 0) {
if (errno == EPIPE) { /* 32 */
i server | ognsg(conn, "TCP connection
cl osed\ n");
}
conn->cl osed = 1;
got o header _error;

} else if (retval == 0)
br eak;

line = buf;

if (line) {

if (!MATCH(line, CRLF)) {

i f (cinfo.verbose)
printf("Server-rhdr : %", line);



chunked")) {

field cannot exist for

>previ ew))

if (strstr(line, "res-hdr")) {

conn->origin_res_hdr_exist = 1;

if (strstr(line, "res-body")) {

conn->origin_res_body exist = 1;

}
if (MATCH(line, "OPTIONS")) {

conn->i cap_req_type = | CAP_OPTI ONS;
i cap_req_recogni zed=1;

else if (MATCH(Iine, "REQVOD')) {

conn->i cap_req_type = | CAP_REQVOD;
i cap_req_recogni zed=1;

else if (MATCH(Iine, "RESPMOD')) {

conn->i cap_req_type = | CAP_RESPMOD;
i cap_req_recogni zed=1;

else if (MATCH(line, "LOG")) {

conn->icap_req_type = | CAP_LCG
i cap_req_recogni zed=1;

el se if (MATCH(Iine, "Transfer-Encoding:

i server _| ognsg(conn, "Transfer-Encoding
| CAP 1.0\n");

got o header _error;

} else if (MATCH(line, "Preview ")) {
if (!sscanf(line, "Preview %", &conn-

conn->preview = 0;
line = 0;

} else if (MATCH(line, "TE: ")) {

/* NO-CP */

} else {

/* Dont want no headers besi des
one's we recogni ze */

line = 0;
}
/* add to request header */
gbuf concat (conn->req_hdr, line, retval);
if ( line & MATCH(line, CRLF)) {

i f (cinfo.verbose)

printf("Server-RXXX : %", line);

br eak;
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if (icap_reqg_recognized)
return 1,;
el se {
if (!retval)
i server _| ognsg(conn,
el se
i server _| ognmsg(conn,

conn->cl osed=1;
return -1;

}

header error:
i server _| ognsg(conn,

"conn closed by client\n");

"unrecogni zed | CAP request\n");

"error while parsing | CAP header\n");

return -1;
}
/* parse HTTP client header */
i nt
header _read client(iserver_conn_t *conn)
{
char buf[ BUFLEN] ;
int retval
for (;;) {
char *line;
menset (buf, '\0', BUFLEN);
retval = iserver_readline(conn, buf, BUFLEN);
if (retval < 0) {
if (errno == EPIPE) { /* 32 */
i server_| ognsg(conn, "TCP connection
cl osed\n");

}
conn->cl osed = 1;
got o header _error;

} else if (retval == 0)
br eak;

| i ne = buf;

if (line) {

i f (MATCH(Ii ne,

"POST") &&
(conn->i cap_req_type

| CAP_REQMOD) ) {

conn->i cap_reqmod_post =1

}

gbuf _concat (conn->cl i ent _hdr,

i f (cinfo.verbose)

printf("Server-chdr

if (MATCH(I i ne,
br eak;

CRLF))

line, retval);

%", line);
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}
}
return 1;
header _error:

i server _| ognsg(conn, "error while parsing HTTP client request
hdr\n");

return -1;
}
/* parse HTTP origin header for respnod */
i nt
header _read_origi n(i server_conn_t *conn)
{
char buf[ BUFLEN ;
int retval
for (;;) {

char *line;

menset (buf, '\0', BUFLEN);
retval = iserver_readline(conn, buf, BUFLEN);
if (retval < 0) {
if (errno == EPIPE) { /* 32 */
i server _| ognsg(conn, "TCP connection cl osed\n");
}

conn->cl osed = 1;
got o header _error;

} else if (retval == 0)
br eak;

| i ne = buf;

if (line) {

if (!MATCH(line, CRLF)) {
i f (cinfo.verbose)
printf("Server-ohdr : %", line);

}
if (MATCH(line, "HTTP/1.1")) {
sscanf (I i ne,
"HTTP/ 1.1 %",
&conn- >resp_code) ;

}
if (MATCH(line, "Via")) {
/* insert the hostname in Via Field */

if (*(linetstrlen(line)-1) == "'"\n") {
*(line+strlen(line)-1) = '"\0";
if (*(linetstrlien(line)-1) == "\r") {
*(line+strlen(line)-1) = '\0";
}
mencpy(line+strien(line), ", ", 2);

assert (*host nane) ;
mencpy(line+strlen(line), hostnane,
strl en(host nanme));
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mencpy(line+strlen(line), "\r\n", 2);
retval =strlen(line);

}

gbuf concat (conn->origin_hdr, line, retval);

if (line & MATCH(line, CRLF)) {
i f (cinfo.verbose)

printf("Server-OXXX : %"
br eak;

, line);
}
}
return 1,
header _error:

i server_|l ogmsg(conn, "error while parsing origin header\n");
return -1,
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BUFLEN)) <= 0 ) {

E. stream.c
/*
* $ld:
* Copyright (c) 2001 Network Appliance, Inc.
* All rights reserved.
*/
#i ncl ude "stream h"
#i nclude "iserver. h"
#i ncl ude "gbuf.h"
#i ncl ude <assert. h>
#i ncl ude <stdio. h>
#defi ne STREAM READ FAI LED -1
i nt
read_previ ew_chunked(i server_conn_t *conn)
{
int nread, bytes, read_len;
char *p;
char buf[ BUFLEN] ;
char *dbuf = 0;
assert (conn);
nread = 0;
while (nread <= conn->preview {
nmenset (buf, '\0', BUFLEN);
if ( (bytes = iserver_readline(conn, buf,
i server _| ognmsg(conn,
"error readi ng chunked\n");
nread = STREAM READ_FAIl LED;
conn->cl osed = 1;
got o done;
}
/* chop carriage-return linefeed */
assert( p = (char *)strstr(buf, CRLF) );
if (p) {
*p - 0;
*(pt+l) = 0;
/* convert hex chunk size to deciml */
if (!sscanf(buf, "%", &conn->chunk_size)) {
i server _| ognsg(conn, "error converting chunk
size\n");

nread = STREAM READ FAI LED;
got o done;

}

i f (conn->chunk_size 0) {
/* last chunk indicator
/* check for "O; ieof\r\n"

for

previ ew/
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*/

* to decide if this is end of the body al so
*/
if (!'strcrp(buf, "0; ieof"))
conn->short _preview = 1;
/* read extra \r\n as per correction to | CAP10 spec

i server_readline(conn, buf, BUFLEN);
got o done;

}

read | en = (conn->chunk_size > conn->preview ?
conn->previ ew : conn->chunk_si ze;

dbuf = (char *)nall oc(read_|en);

if (!dbuf) {
i server _| ognsg(conn, "error allocating dbuf\n");
got o done;

menset (dbuf, '\0', read_len);
whi l e (bytes = READ(conn->skt, dbuf, read len)) {

gbuf _concat (conn->content, dbuf, bytes);
nread += bytes;
read_| en -= bytes;

if (conn->htm _content) {
i f (cinfo.verbose)
printf("\nCINT (Size %l): %\n"
conn->cont ent - > engt h,
conn->cont ent - >dat a) ;

}

if (!'read_len) {
br eak;
}

nmenset (dbuf, '\0', read_len);

if (bytes == 0) {
i server _| ognsg(conn, "chunk2: TCP closed!\n");
conn->cl osed = 1;
nread = STREAM READ FAIl LED;

got o done

}
}
free(dbuf);
dbuf = 0;
if (nread == conn->chunk_si ze) {

/* eat trailing \r\n */

i server_readline(conn, buf, BUFLEN);
}
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i f (cinfo.verbose)

i server_| ognmsg(conn, "Preview size: %, read: %", conn-

>previ ew, nread);

done:
i f (dbuf)
free(dbuf);

return nread;

}

i nt

read_body_chunked(i server_conn_t *conn)

{
int nread = 0;
int temp = 0;
int rsize, bytes;

char *p=0, *dbuf=0, buf[BUFLEN];

if (conn->preview > 0) {

}

for

assert(conn);

i f (conn->content->length < conn->chunk_size ) {
conn->chunk_si ze -= conn->content->| engt h;
goto chunk_parti al

(i5) |

/* eat chunk size*/
i server_readline(conn, buf, BUFLEN);
if ('buf[0]) {
/* TCP cl osed */
i server _| ognsg(conn, "blank line close

(surprise)\n");

size\n");

conn->cl osed = 1;
nread = STREAM READ FAIl LED;
got o done;

}

/* chop carriage-return |linefeed */
assert( p = (char *)strstr(buf, CRLF) );

if (p) {
*p=0;
“(p+l) =0

/* convert hex chunk size to decimal */
i f (!sscanf(buf, "%", &conn->chunk_size)) {
i server _| ognsg(conn, "error converting chunk

nread = STREAM READ FAI LED;
got o done;

}

i f (conn->chunk_size == 0) {
/* last chunk indicator for msg body */
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*/

}
/*

/* received "0; ieof\r\n" or "O\r\n" */
/* read extra \r\n as per correction to | CAP10 spec
i server_readline(conn, buf, BUFLEN);

got o done

eat chunk body */

chunk_parti al
rsize = conn->chunk_si ze;

dbuf = (char *)mall oc(conn->chunk_si ze);

if

('dbuf) {
perror("malloc error");
nread = STREAM READ FAl LED;
got o done;

menset (dbuf, '\0', conn->chunk_si ze);

whi l e (bytes = READ(conn->skt, dbuf, rsize)) {

nread += bytes;

if (bytes == 0) {
/* TCP cl osed */
i f (cinfo.verbose)
i server_l ogmsg(conn, "chunk2: TCP cl osed

(partial chunk)!\n");

conn->cl osed = 1;
nread = STREAM READ FAI LED;
got o done;

}

i f(conn->htm content) {
i f (cinfo.verbose)
printf("CINT: 9% \n", dbuf);
}

gbuf concat (conn->content, dbuf, bytes);
rsize-= bytes;
if (!'rsize){

/* eat trailing \n */
i server_readline(conn, buf, BUFLEN);

br eak;
}
menset (dbuf, '\0', conn->chunk_si ze);
}
free(dbuf);
dbuf =0;
}
done:
i f (dbuf)
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free(dbuf);
return nread;
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F. api.c

/*

* $l1d: //depot/prod/ ontap/ main/tools/icap/iserver10/api.c#26 $
* Copyright (c) 2001 Network Appliance, Inc.

* All rights reserved.

*/

#i nclude "api.h"

#include "api _filter.h"

#i f ndef COWPI LE_SOLARI S

#i ncl ude "banner_stri pper. h"
#endi f

/* GLOBALS */
int modi fy_control =0;
i nt cache_control =0;

char*
api _options_response(const char* icap_uri)

{

#i f def ECHO_SERVER
/* return a pointer to the options response string */
FILE *fp;
char options[3000];

nmenset (options, '\0', 3000);

assert(options_str);

mencpy(options, options_str, strlen(options_str));
mencpy(options+strlen(options), "\r\n", 2);

i f (cinfo.verbose)
printf("api: Sending options:\n%", options);
return (char*) strdup(options);
#endi f

}

voi d
api _| og_request (const char* icap_hdr)

{
}

char*

api _previ ew reqnmod(const char* icap_hdr,
const char* client_hdr,
const char* post_nsg_body,
i nt post_msg_body I en,
i nt preview size)

/* NOOP */

{
#i f def ECHO_SERVER
char *scratch, *line;
char str[300], *trans_id str, *trans_id str_end

char not __interested_header[] = "ICAP/1.0 204 No Content\r\n";

int meg_size=0, trans_id_|en=0, offset;
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char* not _interested nsg;

assert (i cap_hdr&&cl i ent _hdr & &post _nsg_body) ;

if (cinfo.nodify percent)

el se {

"\'n");

return NULL;

/* Construct 204 with | S-TAG header and Transaction ID
(if it exists) */
menset (str, '\0', 300);

assert(options_str);

assert(line=(char*)strstr(options_str, "ISTAG'));
while (*line !'="\n")
mencpy(str+strlien(str), line++ 1);

nsg_size = strlen(not _interested header);
nmsg_size += strlen(str);

trans_id str = (char*) strstr(icap_hdr, "Transaction-1d:");

if (trans_id_ str) {
trans_id_str_end = (char*) strstr(trans_id_str,

scratch = trans_id str;
trans_id_str_end++;

whil e(scratch !'=trans_id str_end) {
trans_id_| en++
scrat ch++
}

neg_size += trans_id_|en;

}

not _interested _nsg = (char¥*)

mal | oc((nBg_si ze+5) *si zeof (char));

nmenset (not _interested nmsg, '\0',

(nmsg_si ze+5) *si zeof (char));

#endi f
}

static int

mencpy(not _i nterested_mnsg,
not i nterested header,
strlen(not _interested header));
of fset = strlen(not_interested_header);
mencpy(not i nterested msg+of fset, str, strlen(str));
of fset += strlen(str);
mencpy(not _i nterested_msg+of fset, "\r\n", 2);
of fset += 2;
if (trans_id len) {
mencpy(not i nterested _nmsg+of f set,
trans_id_str,
trans_id_Il en);
offset += trans_id | en;
}
mencpy(not i nterested msg+offset, "\r\n", 2);
return not_interested _mnsg;
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api _respnod_200_or _204(const char* origin_resp_hdr, int
origin_resp_body_I en)

{
int modify me = O;
#i f def BANNER_STRI PPER
nodi fy ne = 1;
#endi f
/* For Valley Grl filtering - we can nodify content-type
advertised as htm or text only */

if (*origin_resp_hdr && strstr(origin_resp_hdr, "Content-Type:

if (strstr(origin_resp_hdr,"Content-Type: text"))
nmodi fy_ne = 1;

}

nodi fy ne = 1;

el se

nmodi fy_control ++;
if (modify nme & origin_resp_body len &&
((nodi fy_control 9400) <= cinfo.nodify percent))
return 1,
el se
return O;

}

char*

api _previ ew_respnod(const char* icap_hdr,
const char* client_hdr,
const char* origin_resp_hdr,
const char* origin_resp_body,
int origin_resp_body |en,
int preview size)

{
#i f def ECHO_SERVER
FILE *fp
char *line, *scratch;
char str[300], *trans_id_str, *trans_id_str_end;

char not _interested header[] = "ICAP/1.0 204 No Content\r\n";
int meg_size=0, trans_id | en=0, offset;
char* not _interested nsg;

"))

assert (i cap_hdr&&client _hdr&&ori gi n_resp_hdr &&ori gi n_resp_body);

if (api _respnod_200 or_ 204(origin_resp_hdr,
origin_resp_body | en))
return NULL;
el se {
/* Construct 204 with | S-TAG header and Transaction ID
(if it exists) */
menset (str, '\0', 300);
assert(options_str);

assert(line=(char*)strstr(options_str, "ISTAG'));
while (*line !'="\n")
mencpy(str+strlen(str), line++, 1);

msg_size = strlen(not_interested_header);
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nsg_size += strlen(str);

trans_id_str = (char*) strstr(icap_hdr, "Transaction-1d:");

if (trans_id str) {
trans_id_str_end = (char*) strstr(trans_id_str,
ll\nll);

scratch = trans_id_str;
trans_id_str_end++;
whil e(scratch !'=trans_id str_end) {

trans_id_| en++;

scrat ch++

}
neg_size += trans_id_| en;

}

not _interested _nsg = (char¥*)
mal | oc((nmsg_si ze+5) *si zeof (char));
nmenset (not _interested nmsg, '\0',
(nmsg_si ze+5) *si zeof (char));
mencpy(not i nterested nsg,
not i nterested header,
strlen(not _interested_header));
of fset = strlen(not_interested _header);
mencpy(not i nterested msg+of fset, str, strlen(str));
of fset += strlen(str);
mencpy(not _i nterested_msg+of fset, "\r\n", 2);
of fset += 2;
if (trans_id len) {
mencpy(not i nterested _nmsg+of f set,
trans_id_str,
trans_id_Il en);
offset += trans_id |en;
}
mencpy(not i nterested msg+of fset, "\r\n", 2);
return not _interested nsg;

}
#endi f

}

static int
api _reqnod_cachabl e()

if (((cache_control ++)%400) >=ci nf 0. reqnmod_cache_per cent)
return O;
return 1,

}

ca_t*

api _nodi fy_regnmod(const char* icap_hdr,
const char* client_hdr,
const char* post_nsg_body,
i nt post_nsg_body_| en)

{

#i f def ECHO_SERVER
/* reconstruct message to echo back to client*/
int i, nsg_size[7] = {0,0,0,0,0,0,0};
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char *result, scratch[200], str[600], body size str[20], *line;
FILE* fp;
ca_t* res = (ca_t*) malloc(sizeof(ca_t));

res- >beg
res->| en

0;
0;

assert(icap_hdr && client_hdr && post_nsg_body);

if (cinfo.verbose) {
printf("api: icap_hdr METHOD:\ n%", icap_hdr);
printf("api: client_hdr:\n%", client_hdr);
printf("api: post_nsg_body:\n%", post_nsg_body);
}

/* read out the 200 OK |ine */
menset (str, '\0', 300);
assert (options_str);

assert(line=(char*)strstr(options_str, "ICAP"));
while (*line !'="\n")
mencpy(str+strlen(str), line++, 1);

mencpy(str+strlien(str), "\r\n", 2);

[* XXX this MJST return the IS-TAG line */
assert(options_str);

assert(line=(char*)strstr(options_str, "ISTAG'));
while (*line !'="\n")

mencpy(str+strlien(str), |ine++, 1);
mencpy(str+strlen(str), "\r\n", 2);
assert(strstr(str, "ISTAG"));

/* Generate Cache-Control and Attribute header */
nmenset (scratch, '\0', 100);
if (api _reqnod_cachabl e()) {
mencpy(scratch, "Cache-Control: nmax-age=360000\r\n",
strlen("Cache-Control: nmax-age=360000\r\n"));
mencpy(scratch+strlen(scratch), "Attribute: none\r\n",
strlen("Attribute: none\r\n"));

}

/* Generate Encapsul ated header */
i f (post_msg_body len) {
mencpy(scratch+strlen(scratch),
"Encapsul at ed: req-hdr=0, req-body=",
strlen("Encapsul ated: reqg-hdr=0, req-body="));
sprintf(scratch+strlen(scratch), "%l", strlen(client_hdr));
mencpy(scratch+strlen(scratch), "\r\n\r\n", 4);

}
el se {
mencpy(scratch+strlen(scratch),
"Encapsul ated: reqg-hdr=0\r\n\r\n",
strlen("Encapsul ated: reqg-hdr=0\r\n\r\n"));
}

/* 1 CAP REQMOD response hdr: 200 K + | STAG + Encapsul ated +
Cache- Control */
msg_size[0] = strlen(str);
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nsg_size[1l] = strlen(scratch);
msg_size[2] = strlen(client_hdr);
i f (post_msg_body len) {
nsg_si ze[4] = post_nsg_body | en;
sprintf(body_size str, "9%", nmsg_size[4]);
nsg_size[3] = strlen(body_size str)+2

}

for(i=0; i<5; i++)
nsg_si ze[5] += nsg_size[i];

i f (post_msg_body len) {
/* 8 =2 "\r\n" ternmi nate post body
+ 5 "0\r\n\r\n" Last chunk
+ 1 null term */
nsg_size[ 6] = (nsg_size[5]+8)*si zeof (char);

}
el se {

/* 1 =null term */

nsg_size[ 6] = (nsg_size[5]+1)*sizeof (char);
}

result = (char*) malloc(nmsg_size[6]);
menset (result, '\0', neg_size[6]);

mencpy(result, str, nsg_size[0]);
mencpy(result+strlen(result), scratch, nsg_size[1]);
mencpy(result+strlien(result), client_hdr, msg_size[2]);
i f (post_msg_body len) {

line = result+strlen(result);

mencpy(line, body size str, nsg_size[3]);

line += neg_si ze[ 3] -2;

mencpy(line, "\r\n", 2);

line += 2;

mencpy(line, post_nsg body, nsg_size[4]);

line += neg_si ze[ 4];

mencpy(line, "\r\nO\r\n\r\n", 7);
}

i f (cinfo.verbose)
printf("api: icap nodified post body:\n%", result);
res->beg = result;
res->len = nmsg_si ze[ 6];
return res;
#endi f

}

ca t*

api _nodi fy_respnod(const char* icap_hdr,
const char* client_hdr,
const char* origin_resp_hdr,
const char* origin_resp_body,
int origin_resp_body_Ien)

{
#i f def ECHO_SERVER
/* reconstruct nmessage to echo back to client*/
int meg_size[7] = {0,0,0,0,0,0,0};
int i, nodify_me=0, illegal _banner=0, trail ers_needed=0;
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char *result, body_size str[20], *line, str[600];

char trailers[] = "Cache-Control: no-cache\r\nConnection
close\r\n";

FILE *fp

gbuf _t* new _body;

ca_t* res = (ca_t*) malloc(sizeof(ca_t));

no
ee

assert(icap_hdr && client_hdr && origin_resp_hdr &&
origin_resp_body);

menset (str, '\0', 600);

if (cinfo.verbose) {
printf("api: icap_hdr METHOD:\ n%", icap_hdr);
printf("api: client_hdr:\n%", client_hdr);
printf("api: origin_resp_hdr:\n%", origin_resp_hdr);

}

/* read out the 200 OK |ine */
menset (str, '\0', 300);
assert(options_str);

assert(line=(char*)strstr(options_str, "ICAP"));
while (*line !'="\n")
mencpy(str+strlen(str), line++ 1);

mencpy(str+strlen(str), "\r\n", 2);

[* XXX this MJUST return the | S-TAG line */
assert(options_str);

assert(line=(char*)strstr(options_str, "ISTAG'));
while (*line !'="\n")

mencpy(str+strlien(str), |ine++, 1);
mencpy(str+strlien(str), "\r\n", 2);
assert(strstr(str, "ISTAG"));

/* Insert Encapsul ated header */
if (*origin_resp_hdr) {
mencpy(str+strlen(str), "Encapsul ated: res-hdr=0, res-
body=",
strlen("Encapsul ated: res-hdr=0, res-body="));
sprintf(str+strlen(str), "%l", strlen(origin_resp_hdr));
mencpy(str+strlien(str), "\r\n\r\n", 4);

else if (*origin_resp_body) {
mencpy(str+strlen(str), "Encapsul ated: res-body=0",
strlen("Encapsul ated: res-body=0"));
mencpy(str+strlien(str), "\r\n\r\n", 4);
}
el se
mencpy(str+strlen(str), "\r\n", 2);

nmsg_si ze[ 0]
nmsg_si ze[ 2]

= strlen(str);
= strlen(origin_resp_hdr);
#i f ndef W NDOWS
#i fdef FILTER
if (strstr(origin_resp_hdr, "Content-Type:")&&



origin_resp_body_ | en)

{
text/htm ")||

if (strstr(origin_resp_hdr,"Content-Type:

strstr(origin_resp_hdr,"Content-Type:
text/text")){
nmodi fy _ne = 1;
new _body = api _filter(origin_resp_body,
origin_resp_body |en);
origin_resp_body | en = new body- >l engt h;
origin_resp_body = new _body->dat a;
free(new_body);

#endi f

#i f def BANNER_STRI PPER
if (origin_resp_body len &&

*origin_resp_body == 'G &&
*(origin_resp_body+l) =="I1" &&
*(origin_resp_body+2) =="F) {

new _body = strip_banner(origin_resp_body,
origin_resp_body |en);

i f (new _body->length) {
i Il egal _banner=1;
origin_resp_body | en = new _body- >l engt h;
origin_resp_body = new body->dat a;
}
el se
free(new _body->dat a) ;
free(new_body);

#endi f

#endi f
/* handl e case in which body size=0 */
nmsg_size[4] = origin_resp_body_Ien;
sprintf(body_size str, "%", nmsg_size[4]);
nsg_si ze[ 3] = strlen(body_size str);

for(i=0; i<5; i++)
nmsg_si ze[ 5] += nsg_size[i];

/* determine if trailers need to be added */
if (cinfo.trailer_support) {
if (strstr(icap_hdr, "TE")) {
trailers_needed = 1
}

/* handl e case in which body size=0 */
if (origin_resp_body_len) {
/* 10 = 2 (\r\n for body_size str term)
(\r\n for termnating actual |ast data chunk)
(O\r\n\r\n for last 0 byte chunk)
(NULL term for string)

+ 4+ + 1

2
5
1
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*/
nmsg_size[ 6] = (nsg_size[5]+10)*si zeof (char) +
trail ers_needed*strlen(trailers);

el se {
/* 5 2 (\r\n for body size str term)

2 (\r\n for last O byte chunk)

1 (NULL term for string */

nsg_si ze[ 6] = (nsg_size[5]+5)*sizeof (char) +
trail ers_needed*strlen(trailers);

+ + 1

}
result = (char*) malloc(nmsg_size[6]);
menset (result, '\0', neg_size[6]);

mencpy(result, str, nsg_size[0]);
i = meg_size[0];

if (*origin_resp_hdr) {
mencpy(result+i, origin_resp_hdr, nsg_size[2]);
i += nsQ_size[2];

}

mencpy(resul t+i, body_size_str, msg_size[3]);
i += nsQ_size[3];

mencpy(result+i, "\r\n", 2);

i += 2;

/* handl e case in which body size=0 */
if (origin_resp_body |len) {
mencpy(result+i, origin_resp_body, nmsg_size[4]);
i += nsQ_size[4];
if (trailers_needed) {
mencpy(result+i, "\r\nO\r\n", 5);
i += 5;
mencpy(result+i, trailers, strlen(trailers));
i += strlen(trailers);

mencpy(result+i, "\r\n", 2);
i += 2;
}
el se
mencpy(result+i, "\r\nO\r\n\r\n", 7);
el se {

if (trailers_needed) {
mencpy(result+i, trailers, strlen(trailers));
i += strlen(trailers);

mencpy(result+i, "\r\n", 2);
i += 2;

}

el se
mencpy(result+i, "\r\n", 2);

}

#i f ndef W NDOWS
#i f def FILTER
if (rmodify_ne)
free(origin_resp_body);



#endi f
#i f def BANNER_STRI PPER
if (illegal_banner)
free(origin_resp_body);
#endi f
#endi f /* W NDOAS */

res->beg = result;
res->len = neg_si ze[ 6];
return res;

#endi f /* ECHO_SERVER */

}
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G.

*  F Xk F  *

#i ncl ude

/

$l

Co
Al

api_filter.c

d:

pyright (c) 2001
I

Net wor k Appliance, Inc.

rights reserved.

gbuf t*
api _filter(const char* test, int test_|en)

{

int childpid, pi

"api _filter.h"

pel[ 2], pipe2[2];

if (pipe(pipel)<0 || pipe(pipe2)<0) {
printf("Cant create pipe(s)\n");

exit(-1);
}

if ((childpid =

fork()) < 0) {

printf("Cant fork child\n");

exit(-1);

} else if (childpid>0) {

/* parent
gbuf t *
fd_set

process */
gbresul t;
fd_read;

fd set fd wite;

int bytes witten=0, bytes_read=0, tenp, nmax, closed=0;
cl ose(pi pel[0]);

cl ose(pi pe2[1]);

gbresult = gbuf _all oc( CONTENT_BLK_ SI ZE);

max = pipel[l] > pipe2[0] ? pipelll] pi pe2[ 0];

max++;

while(1) {

FD ZERO( &f d_r ead);

FD ZERO( & d_wite);

FD SET( pi pe2[ 0], &fd read);
FD SET(pi pel[1], & d wite);

if (closed)

el se

temp = sel ect ( nax,
&f d_read,
(fd_set*) 0,
(fd_set*) 0,
(struct tineval*)

tenp = sel ect ( nax,
&f d_read,
&d wite,
(fd_set*) O,
(struct tineval*)

0);

0);
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if (temp < 0) {

printf("Select call failed\n");

exit(-1);
}

if (!closed&FD | SSET(pi pel[1l], & d wite)) {

int num

num = wite(pipel[l], test++, 1);

if (num< 0) {

printf("wite on pipe failed\n");

exit(-1);
else if (Inum|| bytes_witten == test_len) {
assert (bytes witten == test_|en);
cl ose(pi pel[1]);
cl osed=1;
}
el se {
bytes_witten += num
}
}
if (FD_I SSET(pi pe2[0], & d_read)) {
int num
char c;
num = read(pi pe2[0], &c, 1);
if (num< 0) {
printf("read on pipe failed\n");
exit(-1);
}
else if (Inunm {
cl ose(pi pe2[0]);
br eak;
}
el se {
gbuf _concat (gbresult, &c, 1);
}
}

}

while (wait((int*) 0) !'= chil dpid)

/* if (cinfo.verbose)

printf("api _filter result:\n%", gbresult->data); */

return gbresult;
} else {
/* child process */
int fdi, fd2
char* v_argv|[2];

v_argv[ 0] "./val speak"”;
v_argv[ 1] NULL;

cl ose(pi pel[1]);

cl ose(pi pe2[0]);

dup2(pi pel[0], 0);
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dup2(pi pe2[1], 1);

/* exec filter here */

[lprintf("This page has been \"Valley Grl filtered\"
| CAP 1.0\ n");

fdl = execv((char*) v_argv[0], v_argv);

printf("Error occured with execv - error code: %l\n",

cl ose(pi pel[0]);

cl ose(pi pe2[1]);

exit(0);

by

fd1):
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H. valspeak.|

% JAVA STYLE I N_TAG

%%
"<script"
" <SCRI PT"
<JAVA>"</ scri pt>"
<JAVA>" </ SCRI PT>"
"<style"
" <STYLE"
<STYLE>"</styl e>"
<STYLE>" </ STYLE>"
nn
<IN_TAG" >"
<JAVA>,
<STYLE>.
<IN TAG.
" bad"

big "

bi ggest "

body"

bore"

car

dirty"

dog"
" everywhere"
" filthy"
' food"

girl"

good"

great™

gr oss"

guy”

her "

her."

him"

him"

can be "

can't be "

' shoul d have been "

' shouldn't have b
" should be "
' shouldn't be "
" was "
' wasn't
"will be "
"'won't be "
is "

{ BEG N(JAVA); return(yytext);
{ BEG N(JAVA); return(yytext);
{ BEG N(O); return(yytext)
{ BEGA N(0); return(yytext)
{ BEG N(STYLE); return(yytext)
{ BEG N(STYLE); return(yytext)
{ BEG N(0); return(yytext)
{ BEG N(0); return(yytext)
{ BEAN(INTAG; return(yytext);
{ BEG@ N(O); return(yytext); }
return(yytext);
return(yytext);
return(yytext);
return(" mean");
return(" bitchin' ");
return(" bitchin est");
return(" bod");
return(" drag");
return(" rod ");
return(" grodie");
return(" dawg");
return(" all over");
return(" grodie to thuh max");
return(" munchies");
return(" chick");
return(" bitchin'");
return(” awesunt');
return(" grodie");
return(" dude");
return(" that chick ");
return(” that chick.");
return(" that dude ");
return(" that dude.");
I
I
I
een " |
I
| I
I
I
I
{
ECHO
switch(rand() % 6)
case O:
return(" like, ya know, "); break;
case 1:

return(" "); break;
case 2:

e e e e e e e e
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house"

| ar ge"
| eave"
man "
wonman"
maybe

neeti ng
novi e"
nusi ¢
neat "
ni ce"
no way"
peopl e"
real ly"
strange
" the "
very"
want "
wei rd"
yes"
"But "
"He "

"I Iike"
“No, "

Sir

"She "
Thi s
There
e
"Yes, "

interesti

return(" like wow "); break;

case 3:

return(" ya know, like, ");
case 4:

return(" "); break;
case 5:

return(" "); break;

}

return(" pad");
return(" cool");

return(” awesunt');

return(” blow");
return(" nerd ");
return(" gurl™);

switch(rand() % 6)

br eak;

case O:

return(" if you're a Pisces "); break;
case 1:

return(" if the moon is full "); break;
case 2:

case 3

case 4:
return(" maybe "); break;
case 5:

}

return(" party");
return(" flick");
return(" tunes ");
return(" keen");
return(" class");
return(” just no way");
return(" guys");
return(" totally");
return(" freaky");
return(” thuh ");
return(" super");
return(" wanna");
return(" far out");
return(" fer shure");
return("Man, ");
return(”"That dude ");
return("l can dig");
return("Li ke, no way,");
return("Man");
return("That fox ");
return("Li ke, ya know, this");
return("Li ke, there");
return("Us guys ");
return("Like,");

}eturn(" maybe "); break;

feturn(" if the vibes are right "); break;

}eturn(" when you get the feeling "); break;
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switch(rand() % 6)

case O:
return(", like, "); break;
case 1:
return(", fer shure, "); break;
case 2:
return(”, like, wow, "); break;
case 3:
return(", oh, baby, "); break;
case 4:
return(", man, "); break;
case 5:
return(", nostly, "); break;
}
}
! {
switch(rand() % 3)
case O:
return("! Gag ne with a SPOOOOON! "); break
case 1:
return("! Gag ne with a pitchfork!"); break;
case 2:
return("! GCh, wow ");
}
}
i ng return("in");
. return yytext;
\n return("\n");
%W
mai n()

char* line;
srand(getpid());
whi [ e(line=yyl ex())
wite(l, line, strlen(line));



l. banner_stripper.c

/*
* $ld:
/ 1 depot / prod/ ont ap/ mai n/ t ool s/ i cap/i server 10/ banner _stri pper.c#6 $

* Copyright (c) 2001 Network Appliance, Inc.
* All rights reserved
*/

#i ncl ude "banner_stri pper. h"
#i ncl ude <stdio. h>
#i ncl ude <assert. h>

/* source http://ww.iab.net/iab_banner_standards/bannersizes. htm */
i mage_si ze_t | egal _di nensi ons[ NUM LEGAL BANNER] = {

{60, 468}, {60, 234}, {31, 88}, {90, 120}, {60, 120}, {600, 160},
{600, 120}, {125, 125}, {150, 180}, {240, 120}, {250, 300},

{250, 250}, {400, 240}, {280, 336}

1

gbuf t*

strip_banner(const char* gif_buf, int buf_len){
int i, valid=0
FILE *fp;

char tenp_file[100];
char tenp_buf[2048], netapp_gif[] = "netapp.gif";
G fFileType *file_type;

gbuf _t *gbresult = gbuf_all oc( CONTENT_BLK_ SI ZE)

assert(gif_buf);

assert (buf len);

/*
strncpy(temp_file, "/tmp/");
sprintf(tenmp_file+5, "%l", rand());

*/

sprintf(tenp _file, "%", rand());

/* create a file for the buf */
if ((fp = fopen(tenp_file, "wbh")) == NULL) {
printf("Cannot create tenp file for gif\n");
exit(-1);
}
for(i=0; i<buf_len; i++) {
if (putc(gif_buf[i], fp) == EOF) {
printf("Error witing to tenmp file\n");
exit(-1);
}

}

if (fclose(fp)) {
printf("Cannot close tenp file\n");
exit(-1);

}

/* read the A F file type */
if ((file_type = DA fQpenFil eNane(tenp file)) == NULL) {

50



printf("AF open failed\n")
exit(-1);
}

/* verify AF dinensions */
for (i=0; i< NUMLEGAL_BANNER; i ++) {
if ((file_type->SHeight >= (legal _dinensions[i].len-5) &&
file_type->SHeight < (legal _dinensions[i].l|en+5))
&% (file_type->SWdth >= (Il egal dinensions[i].w dth-5)
&&
file type->SWdth < (legal _dinensions[i].w dth+5))) {
val i d=1;
br eak;

}

* close AF file type */

if (AF_ERROR == DA fCl oseFile(file_type)) {
printf("Error closing A F file\n")
exit(-1);

/* delete temp file */
if (remove(tenp_file)) {
printf("Error deleting temp file\n");

exit(-1);
}
if (tvalid) {
gbresult->data = O;
gbresult->length = 0;
return gbresult;
}

#i f ndef NOG FS
/* nodify legally sized G F to Netapp Logo */
if ((fp = fopen(netapp_gif, "rb")) == NULL) {
printf("Error opening Netapp gif file\n");
exit(-1);
}

gbresult->length = 0;
while(!feof (fp)) {
char ¢ = getc(fp);
gbuf _concat (gbresult, &c, 1);
}

if (fclose(fp)) {
printf("Cannot close Netapp gif file\n");
exit(-1);

#el se
/* G F to appear as broken |ink on browser*/
gbuf concat (gbresult, "G F89a", 6);

#endi f
return gbresult;

}
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